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CERTAIN ASSUMPTIONS HAVE GUIDED THIS PAPER:

The US and China share common economic and commercial interests and,
together, account for half of global economic growth. Though Washington
and Beijing have profoundly different values and perspectives in important
areas, economic cooperation can add stability and economic growth to many

parts of the world.

China uses its economic power to exert psychological pressure on regional
states and the global community to encourage support for its policies and

objectives.

China is engaged in a revitalization process.

China seeks to regain premier global status.
Nationalism is rapidly replacing ideology in China.

The Beijing government may not be able to contain its liberal and traditional

nationalist critics in the event of a crisis.

China’s South and East China Sea policy is a function of domestic

conditions, the need for resources and national identity.
China seeks to diminish or rupture US regional alliances.

China seeks to establish a PRC sphere of maritime influence and control. In
Stage 1, from 2000 to 2010, this entails controlling the waters within the
First Island Chain that links Okinawa Prefecture, Taiwan and the
Philippines. In Stage 2, from 2010 to 2020, China would control waters

within the Second Island Chain that links the Ogasawara island chain, Guam
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and Indonesia. In Stage 3, from 2020 until 2040, China would end U.S.

military dominance in the Pacific and Indian Oceans.*

The Three Warfares have generated regional tensions, alienated the South
China Sea littoral states from Beijing, and facilitated the US “rebalancing”

to the Pacific.

The Three Warfares is used by China to project psychological pressure,
publicize “legal” arguments and to assert China’s claims to resources and
territory in regions ranging from the East and South China Seas to the Poles.

The Senkaku Islands and Okinawa provide cases in point.

China is using the Senkaku Island dispute to probe US intentions, resolve

and willingness to defend Japan.

US-Indian relations are conditioned by India’s 2000 mile shared border with
China. While India is sensitive to Chinese “encirclement”, a formal US-

India alliance is not likely at this time.

IStacy A. Pedrozo. 'China's Active Defense Strategy and its Regional Impact'. Statement before the US-China
Economic & SEcurity Review Commission. Council on Foreign Relations. January 27, 2011. P.2. This strategy has
been enunciated by various PRC leaders in different for a.
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1. EXECUTIVE SUMMARY

This study assesses a trend that may fundamentally alter the competitive position
of the United States in the South and East China Seas region. It identifies the
elements of the challenge presented by China’s Three Warfares; it refines our
understanding of Beijing’s varied use of this concept; its potential impact on US
force projection in the South and East China Seas; lessons the Chinese have drawn
from the way the US enters conflicts; the implications for US strategic planning
and PACOM deployments in the South China Sea and the Western Pacific; it
identifies countermeasures, and considers what we may confront in the decade
ahead.

The endorsement of Three Warfares by the CCP Central Committee and the
Central Military Commission in 2003 reflects China’s recognition that in the
modern information age nuclear weapons have proven essentially unusable and
kinetic force is the preferred option in ever decreasing scenarios. Moreover,
strategies centered on Kinetic engagement have too often brought problematic

outcomes and “un-won” wars.

The Three Warfares is a dynamic three dimensional war-fighting process that
constitutes war by other means. Flexible and nuanced, it reflects innovation and is
informed by CCP control and direction. Importantly, for US planners, this weapon
Is highly deceptive. It proceeds in a dimension separate both from the well-worn
“hearts and minds” paradigm and from the Kinetic context in which power
projection is normally gauged and measured by US defense analysts. The Three

Warfares envisions results in longer time frames and its impacts are measured by



12

different criteria; its goals seek to alter the strategic environment in a way that

renders kinetic engagement irrational.

If the US objective were to gain port access for the USN in a particular country, for
example, China would use the Three Warfares to adversely influence public
opinion, to exert psychological pressure (i.e. threaten boycotts) and to mount legal

challenges—all designed to render the environment inhospitable to US objectives.

The Three Warfares:

This paper concludes that if the object of war is to acquire resources, influence

and territory, and to project national will - China’s Three Warfares is war by other

means.

e Psychological Warfare seeks to influence and/or disrupt an opponent’s

decision-making capability, to create doubts, foment anti-leadership
sentiments, to deceive opponents and to attempt to diminish the will to fight
among opponents. It employs diplomatic pressure, rumor, false narratives
and harassment to express displeasure, assert hegemony and convey threats.
China’s economy is utilized to particular effect: China threatens sale of US
debt; pressures US businesses invested in China’s market; employs boycotts;
restricts critical exports (rare minerals); restricts imports; threatens predatory

practices to expand market share, etc.

o Media Warfare (also known as public opinion warfare) is a ‘constant, on-

going activity aimed at long-term influence of perceptions and
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attitudes’.” It leverages all instruments that inform and influence public
opinion including films, television programs, books, the internet, and the
global media network (particularly Xinhua and CCTV) and is undertaken
nationally by the PLA, locally by the People’s Armed Police and is directed
against domestic populations in target countries. Media warfare aims to:
preserve friendly morale; generate public support at home and abroad,
weaken an enemy’s will to fight and alter an enemy’s situational
assessment.® It is used to gain ‘dominance over the venue for implementing

psychological and legal warfare’. *

e Legal Warfare (or ‘lawfare’) exploits the legal system® to achieve political

or commercial objectives. It has a prominent role in the warfare trilogy.
Lawfare has a range of applications. They range from conjuring law to
inform claims to territory and resources, to employing bogus maps to
‘justify’ claims.® In a distorted application of domestic law, for example,
Beijing designated the village of Sansha on the Paracel Islands, as a Hainan
Prefecture to extend China’s administrative writ into the South China Sea.
China also uses UNCLOS provisions and other legal conventions for

unintended purposes.

Dean Cheng. ‘Winning Without Fighting: Chinese Public Opinion Warfare and the Need for a Robust American
Response’. The Heritage Foundation: Backgrounder Number 2745. November 26, 2012. P.3

*Ibid P. 4

* Ibid P.4

® See paper by Professor Justin Nankivell.

® Most notably the nine-dash U-shaped line that encompasses approximately 1 million square miles of the South
China Sea, but also including bogus maps detailing the Indian-Chinese border and the Senkaku Islands.
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The instruments of lawfare include: domestic legislation, international
legislation, judicial law, legal pronouncement and law enforcement’ -which

can be used in combination to inform and shape ‘lawfare’ operations.

China’s Unique View of Sovereignty

China’s concept of sovereignty is carefully considered in separate contexts because
it lies at the root of Chinese nationalism, and, indeed, informs much of the tension
on China’s periphery. China’s notion of sovereignty arises from the political ethic
of “monism” advanced by the Confucians and Legalists 475-221 BC, which denies
that legitimate international order can rest on co-equal sovereigns. China
conceives of sovereignty as indivisible: ‘if one had an equal, one was not

sovereign’.®

The profound disconnect between China’s view of sovereignty and the concept of
sovereignty arising from Westphalia in 1648 forms the basis for China’s rejection
of the legal architecture that has managed global equities for the past 200 years.
Beijing’s ire is directed, in particular, to the post World War Il structures that have
regulated global affairs through the UN, the World Court, the World Bank and now
UNCLOS. Here Beijing seeks nothing less than to revise the global legal regimen
and replace it with one having Chinese characteristics.

" See paper by Professor Justin Nankivell
& Christopher Ford .The Mind of Empire: China’s History and Modern Foreign Relations. 2010.P.53
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Focus on the United States

China’s Three Warfares is designed to counter US power projection. The United
States is one of four key audiences® targeted by the campaign, as part of China’s

broader military strategy of ‘Anti-Access/Area Denial’ in the South China Sea

The US depends upon access to the maritime commons (and Japan) to anchor its
strategic position in Asia. China seeks to curtail US power projection by setting
the terms for US access. Separate from the likely kinetic exchange on, under and
above the sea in the event of confrontation, the Three Warfares is the mechanism
by which China intends to format the campaign environment to its advantage.
China aims to modify regional expectations and preferences while raising doubts

about the legitimacy of the US presence.

Four scenarios illustrate ways in which the Three Warfares may threaten

future US power projection:

I By seeking to counter the US naval presence: In locations where the US

Is supporting an ally or friendly government, China would employ coercive
economic inducements, broadcast themed attacks asserting US “‘decline’ and
assert that the US security guarantee is not reliable. Beijing’s objective
would be to diminish or rupture US ties with the South China Sea littoral
states and deter governments from providing forward basing facilities or

other support.

° Others are China’s domestic audience, the global public and the South China Sea claimants.
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By seeking to counter US surveillance operations and routine USN

deployments. China’s objections to surveillance and USN deployments in

its EEZ or elsewhere in the South or East China Seas, could bring
confrontation and the clash of two deeply held principles; China’s expansive
view of sovereignty and the US commitment to Freedom of Navigation and

over-flight in international air space. China will use legal warfare to advance

its restrictive interpretation of UNCLOS and question the US right to deploy

naval and air units in China’s EEZ.

By facilitating China’s global reach. Resource and energy demands--and

its “Malacca Dilemma”-- force China to extend its global reach. The Three
Warfares are being used to neutralize concerns and gain support among
regional governments, business communities, and the public for China’s
growing presence, investments and military facilities, throughout the South
China Sea and Indian Ocean including Gwadar in Pakistan, Hambantota in

Sri Lanka, the Kra Isthmus in Thailand, and at Marao Island in the Maldives.

By hindering a US OffShore Control Strateqy. A strategy of Offshore

Control, should it be required by the US, involves the execution of a naval
blockade to create a no-man’s sea between the Chinese mainland coast and

the First Island Chain. Its success relies on the cooperation of third parties:

The Three Warfares would be used to condition public opinion and
business sentiment and to impose economic pressure on states such as the
Philippines, Indonesia, Brunei and Malaysia to inhibit governments from
providing the facilities and support needed to service the USN operations in
the South China Sea and to deny the US a favorable regional political

environment.
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Countermeasures

Effective countermeasures are available and are detailed in this study. Part 7 of the
Overview and Analysis section details countermeasures to ‘lawfare’, psychological

warfare, and media or ‘information’ warfare. A partial list includes:

1. Forceful legal action brought in established international venues to challenge
China’s ‘lawfare’ initiatives before the global public;

2. High profile public reaffirmation of US security commitments;

3. Expanded US support for various regional multilateral fora;

4. Continued and regular reconnaissance missions (must include protection
against harassment/attack, and proper ROE to avoid EP-3 repeat);

5. Regular Freedom of Navigation exercises in the South China Sea and within

the EEZ of all nations in the Region;

Strengthened public diplomacy programs;

Targeted investment and development efforts;

Expanded military to military talks and exchanges;

© © N o

Increased tempo for joint naval exercises.

The Japan Gambit

If China’s regional policy seems opportunistic, the Three Warfares serves to secure

both regional objectives and to mobilize nationalist emotions--and at minimal cost.

The Three Warfares has shown sophistication and effectiveness in the March-June
2013 period regarding the Senkaku Islands and Okinawa. In the former, China has
used “legal” arguments, psychological gambits in the form of “peoples war at sea”

and a global media campaign to assert that despite established law, Japan “illegally
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occupies” the Senkaku islands. China has thus put the Islands in play. Okinawa
may be headed for a similar fate—but perhaps for a different purpose. First
Xinhua printed a scholarly article raising the question of Okinawa’s status. The
MOFA then refused to confirm that Okinawa belongs to Japan. Building upon
anti-Japanese regional sentiment, China’s immediate objective is to put Okinawa in
play, though its long-term objectives are unclear...thus demonstrating both the

flexibility and deception inherent in the Three Warfares.
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While Japan has played a limited role in resisting Chinese aggression over the past

decade, this will likely change. Functioning as the anchor of the US presence in
East Asia and the Western Pacific, Japan will likely take a more forward posture in

addressing the China problem as the next decade unfolds.

The Three Warfares is here to stay: A Difficult Challenge

This study describes a process that extends China’s embrace of Asymmetrical
Warfare into new realm. The Three Warfares, taken individually are manageable;

but taken together they do not conform to our concept of war.

Our war colleges and military research traditions emphasize kinetic exchange, the
positioning and destruction of assets and metrics that measure success by Kill ratios
and infrastructure destruction. US Strategic analysis addresses the central
challenge of battle space dominance and the optimum applications of C*ISR
(command, control, communications, computers, intelligence, surveillance, and

reconnaissance).

1 Vice Rear Admiral Yogi Koda, Tokyo, March 22, 2013
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By adopting the Three Warfares as an offensive weapon, the Chinese have side-
stepped the coda of American military science. Our institutional apparatus and
intellectual traditions are focused on a different phenomenon when we speak of, or

think of, war.

They have introduced a military technology which has not previously been
considered as such in the West. It is a military strategy, we have not engaged,
analyzed, or taught—as such--at our military academies. It is a new way of
thinking about conflict that has the advantage of both obtaining the sought after
objective and engaging the US in an asymmetrical manner that sets aside the potent
body of military science and experience that has formed our view of war. They
thus extend the notion of asymmetrical warfare into a new dimension with the
question of “What is war?”; Can the spoils of war be obtained without fighting in
2013? The answer lies in the military function of time, and how success is

measured. The challenge is to view these concepts in new light

A modest proposal

At present, the US government lacks an office to coordinate countermeasures to
the Three Warfares. Such personnel could, perhaps, be attached to the China Desk
at the NSC. This report provides a blueprint of the issues and possible steps to be
taken. An inadequate response to this challenge could well result in the US being
out-maneuvered in this vital regional space, and in fact unable to maneuver within

It, over the next decade.



21

V. INTRODUCTION

This study details the various elements of the challenge presented by China’s use
of the Three Warfares in the South and East China Seas; it refines our
understanding of Beijing’s use of this concept, its potential impact, and the
implications for US strategic planning and PACOM deployments in the South
China Sea. Particular attention has been given to the manner in which the Three
Warfares may impact US power projection and the countermeasures available to
US planners. The study concludes with an analysis of what we may confront a

decade from now.

THE APPROACH OF THE STUDY
Project Tasks

The study, presented in Part V111, addresses the DOD tasks in a series of eleven

Papers.

Task 1: Define the Three Warfares and identify the situations and locations in the
East and South China Seas and the Sea of Japan where the Three Warfares are

most likely to be applied.

Task 2: Based upon the literature and interviews analyze the perspective of present
day Chinese military officers planning the ‘pre-conflict’” module of a possible

kinetic confrontation.

Task 3: Analyze how confrontations involving use of the Three Warfares have
differed to meet the specific context of each scenario in terms of political

conditions and operational tempo.
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Task 4: Analyze the lessons the Chinese have taken from the way the US enters

conflicts and discuss how that informs their use of the Three Warfares.

Task 5: Taking past incidents as a baseline (namely, the April 2001 EP-3 and 2009
USNS Impeccable incident) analyze the application and impact of the Three

Warfares at each stage of the crisis.

Task 6: Discuss the circumstances in which Beijing has deployed the Three
Warfares. (These have included fishing disputes, island and boundary disputes,

Law of the Sea provisions, etc.)

Task 7: Examine the Three Warfares role in the ‘war of Framing Concepts’: how,
and with what effect, the campaign has been used to sway world opinion; and how

modified world opinion may impact US power projection in pre-kinetic situations.

Task 8: Examine China’s use of ‘lawfare’. How does China use the “law” to

advance its objectives?

Task 9: Analyze China’s concept of sovereignty; examine the validity of its claims

based upon history and traditional and customary use.

Task 10: Analyze the impact of nationalism on interstate conflict in the South and
East China Seas: projecting its role in China, India and Japan.

Task 11: India’s perspective on China in South Asia and the Indian Ocean remains
complex; a friend but not an ally. What are India’s priorities and how should the

US view the Indian relationship?
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Approach

Because the Three Warfares is a complex, interactive process, various elements of
these tasks are considered from different perspectives in the “Overview and
Analysis” and in separate papers. They are also addressed in the conclusion. Parts
1-9 of the Overview were written as “stand-alone” documents allowing readers
with particular interests easy access; readers may find some repetition here, and in

the Introduction and Conclusion, where important findings are reiterated.

Caveats

The project Advisers and Contributors have provided guidance, suggestions and
direction and have deeply influenced many of the views expressed in the Overview
and Analysis section, but time and distance have not allowed all to review the final
version of the paper. Contributors are responsible only for the views expressed in
their own papers. When it is said that “Contributors believe, or contributors
assert”, it is an assessment based upon conversation and the written papers, not a
survey of views. That said, the Advisers and Contributors have provided cogent
and creative analysis and provided invaluable guidance in addressing this difficult
problem.

The Papers

The papers on Legal Warfare (or ‘lawfare’), one of the Three Warfares, address a
range of legal questions extending from China’s deeply flawed historical claims to
its practice of layering legal arguments, using bogus law and using the law to

advance and structure political claims as in Sansha City the Senkakus and
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Taiwan.'? The paper addressing the role of ‘nationalism’ as a frame for the
implementation of the Three Warfares, addresses the dynamic relations among
China, Japan and to a lesser extent, India and how this has, in certain instances,
conditioned China’s use of the Three Warfares.”” More directed papers
considering the Impeccable incident, the EP-3 incident and the Senkakus address
the manner in which China has, and 1s deploying the Three Warfares, and what the

effects have been. '

The writers and Advisers include: US Navy admirals with operational experience

in the South China Sea and as CINCPAC.

Advice

The study benefited greatly from the advice and guidance of a small group in

Washington and Cambridge consisting of




2

(2]

Interviews

&
x
—
<
=
>
(¢0]
=1
—
D
=
=
=
w
D
=
o
=
[%2]
(@]
c
[92]
2
o
>
w
@D
=
(9]
(@]
o
>
Q.
c
(@]
—
@D
o

Why is this of interest to the US government?

This study casts the Three Warfares in a new light. The Three Warfares present a
formidable three dimensional war- fighting process. As such, if Clausewitz
reminds us that ‘war is politics by other means’ it is correct to say that the Three

Warfares constitute war by other means.

Flexible and nuanced, the Three Warfares accommodate innovation while insuring
Party control and direction. This dynamic tri-part process is mutually reinforcing.
It is uniquely suited to an age where success is often determined by whose story
rather than whose army wins. It arrives at a time when mass weapons, though a

deterrent, have been essentially unusable for sixty years, where kinetic force has
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too often been a recipe for disappointment and reversal. (Vietnam, Iraq,
Afghanistan)

This adaptable military technology introduces a powerful new dimension to inter-
state conflict and may, over time, impact the conduct of war in ways not dissimilar
to the rise of modern unconventional warfare. If the Three Warfares is not a “game

changer”, it certainly has the capacity to modify the game in substantial ways.

China’s Three Warfares have spearheaded China’s efforts in the Macclesfield
Bank, Scarborough Shoal, the Paracels and Spratlys, and have been applied against
Taiwan for over a decade. In the spring of 2013 we see the Three Warfares leading
China’s approach to the Senkakus and Okinawa. In each of these cases China’s
hardline claims and threat behaviors have been expressed through the use of
conjured ‘law’, by intimidation and through media attack. The Three Warfares has
spearheaded much of China’s progress in a range of disputes across the South
China Sea and, with the exception of China’s remonstrations over the Senkaku
Islands and Taiwan, Beijing’s new military technology has brought de facto

Success.

Furthermore in the decade ahead China’s Three Warfares will play an increasing
role in China’s determination to expand its frontiers, to secure the maritime
perimeter encompassing Japan, Taiwan, Korea, the Philippines and the South
China Sea. Analysts indicate that China intends to control the First Island Chain by
2015 and the Second Island Chain by 2050 to achieve, among other things, sea-
denial to the United States. To this end, China recognizes that the US depends
upon access to the maritime commons (and Japan) to anchor its strategic position
in Asia. China seeks to curtail US power projection by setting the terms for US
access via application of the Three Warfares.
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How the study proceeds

In the Overview the study defines the Three Warfares (PART 1), considers the
impact of China’s use of ‘lawfare’ (PART 2) and looks extensively at China’s
media warfare campaign (PART 3) and psychological intimidation as part of
psychological warfare (PART 4). A key issue is how the Three Warfares threaten
US power projection. This is addressed in PART 5. During the course of this
analysis it became clear that China has incurred certain vulnerabilities in its
adoption and implementation of the Three Warfares. These vulnerabilities are
addressed in PART 6.

Of central interest to the United States is the question of what countermeasures
may be effective against the Three Warfares. This is a relatively unexplored area.
This study takes initial steps looking at specific practical countermeasures to the
Three Warfares in PART 7.

In the course of developing possible countermeasures it became clear that an
effective strategy for US power projection in the South China Sea and the Western
Pacific must build on these countermeasures. This is explored in detail in PART 8.
The Overview concludes in PART 9 with a discussion of what the US can expect

from the Three Warfares at the ten year mark.
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V. OVERVIEW AND ANALYSIS OF THE THREE WARFARES

PART 1: DEFINITION OF THE THREE WARFARES

1.1 Outline and Origins of the Concept

In 2003 the Chinese Communist Party (CCP), Central Committee, and the Central
Military Commission (CMC)™ approved the concept of the Three Warfares — a
PLA information warfare concept aimed at preconditioning key areas of
competition in its favor.'® The concept is detailed in Chapter 2, Section 18 of the
‘Chinese People’s Liberation Army Political Work Regulations’. The US

Department of Defense has defined the Three Warfares as the following":

1. Psychological Warfare — seeks to undermine an enemy’s ability to conduct
combat operations through operations aimed at deterring, shocking, and

demoralising enemy military personnel and supporting civilian populations.

2. Media Warfare — is aimed at influencing domestic and international public
opinion to build support for China’s military actions and dissuade an

adversary from pursuing actions contrary to China’s interests.

3. Legal Warfare — uses international and domestic law to claim the legal high
ground or assert Chinese interests. It can be used to thwart an opponent’s
operational freedom and shape the operational space. It is also used to build
international support and manage possible political repercussions of China’s

military.

> The CMC is the “supreme leading organ of the armed forces of the People's Republic of China. It directs and
commands the national armed forces.” http://english.people.com.cn/data/organs/militarycommission html

18 Timothy A. Walton. ‘China’s Three Warfares’. Delex Special Report. January 18, 2012. P.4.

17 Office of the Secretary of Defense. Annual Report to Congress — Military and Security Developments involving
the PRC 2011. P.26.
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Thus, at the most senior levels, the armed forces of the PRC have conceptualised a
political warfare campaign composed of three elements with specific and

interconnected aims.

Since the 2011 Report to Congress in which the US definitions of the Three
Warfares are provided, we have learned more about them and the circumstances in
which they may be used. Accordingly, a broader definition of their capacity and

application is in order:

Psychological warfare efforts seek to disrupt an opponent’s decision-making

capacity; it seeks to create doubts, foment anti-leadership sentiments, to deceive
opponents and to attempt to diminish the will to fight among opponents. It can use
economic boycotts, diplomatic pressure, the harassment of fishing vessels, and the
leasing of oil exploration blocks in areas claimed by other nations, for example, to

express displeasure, assert hegemony and convey threats.

Legal warfare (or ‘lawfare’) has a particularly prominent role in the warfare

trilogy. It is both a stand-alone military technology and ready supplier of material
for media warfare. Lawfare has a range of applications which extend from
conjuring law or using bogus law to inform claims to territory and resources, to
employing bogus maps to “justify” claims (most notably the nine-dash line U-
shaped line that encompasses approximately 1 million square miles of the South
China Sea), to selective use of provisions in UNCLOS and other international legal
conventions for specific unintended purposes, to creative distortions of the law in
which beach communities are designated provincial cities (Sansha City, Paracels.
See Part 2 below) to extend China’s administrative writ and power projection into
the South China Sea.
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Lawfare is a technology designed to justify China’s actions as legally valid and
cement psychological efforts to create doubts among adversary, neutral military
and civilian authorities and in the broader international community about the
justification of an opponent’s actions. Lawfare is thus an essential component in
China’s efforts to diminish an opponent’s political support and to advance, inform

and structure territorial and resource claims.

Analysts identify the instruments of lawfare to include: domestic legislation,
international legislation, judicial law, legal pronouncement, law enforcement and
legal education®® -which can be used in combination to inform and shape lawfare

operations such as legal deterrence and the imposition of sanctions.

Lastly, media warfare is the key to gaining ‘dominance over the venue for

implementing psychological and legal warfare’.’® Analysts have defined media
warfare (also known as public opinion warfare) as a ‘constant, on-going activity
aimed at influencing perceptions and attitudes’.”® Media warfare leverages all
instruments that inform and influence public opinion including films, television
programs, books, the internet, and the global media network (particularly Xinhua
and CCTV) and is both a national responsibility undertaken by the PLA and a local
responsibility undertaken by the People’s Armed Police. These tools are used to

achieve media warfare’s goals of: preserving friendly morale; generating public

'8 Dean Cheng. ‘Winning Without Fighting: Chinese Legal Warfare’. Heritage Foundation: Backgrounder. Number
2692. May 21, 2012. P.2
9 Dean Cheng. ‘Winning Without Fighting: Chinese Public Opinion Warfare and the Need for a Robust American
2I?Jesponse’. Heritage Foundation: Backgrounder Number 2745. November 26, 2012. P.4

Ibid P.3
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support at home and abroad; weakening an enemy’s will to fight and altering an

enemy’s situational assessment.**

The PLA’s operational hierarchy of combat is divided into three levels: war,
campaigns and battles. Each is informed by its own distinct level of operational
guidance: strategy, campaign methods and tactics respectively.” The Three
Warfares are primarily classed as a campaign method, but with additional
application at the strategic and tactical levels. Furthermore, the use of the Three
Warfares reflects the PLA’s underlying belief that ‘war is not simply ‘a military
struggle, but also a comprehensive engagement proceeding in the political,

economic, diplomatic and legal dimensions’.?®

In the South China Sea, Beijing’s use of the Three Warfares has been used to
manipulate perception and psychology to condition the operational environment in
China’s favour. In this respect, 21" Century warfare — where hearts, minds and
opinion are, perhaps, more important than kinetic force projection — is guided by a
new and vital dimension, namely the belief that whose story wins may be more
Important than whose army wins. This is especially true if one avoids Kinetic
engagement altogether. With this in mind we may expect China to use the Three
Warfares, to make and support its claims to territory and resources along the South
China Sea littoral. Only when these approaches fail and tangible mineral, energy,
commercial and geo-political assets are in play, may we expect China to resort to
kinetic force. And that may not eventuate if the CMC leadership believes they are

confronted by a superior force.
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The inclusion of the Three Warfares in the 2003 Political Work Regulations — a
unique document providing both military and internal Party regulations® -
represents a departure from past practices. |GGG notes that
within the PLA, military, political work traditionally focuses on managing the
people within the PLA and influencing the civilian environment in which the PLA
operates to reach the military and political objectives assigned by the Party.” The
Three Warfares however are outward rather than inward looking. This change in
perspective may be the function of an external stimulus. For instance, contributors
have identified the Three Warfares as a product of PLA analyzes of US military
activities in Irag and Afghanistan between 1991 and 2003. In this vein, the US use
of Congress, the UN and the NATO Alliance in establishing the “legal’ right to use
force, combined with its ability to shape both domestic and international public
opinion via its media outlets, and its psychological efforts to undermine the morale

of Iraqi troops---did not go unnoticed.

However while the Three Warfares is a relatively new concept in PLA manuals,
the role of perception management has been a staple of PLA activities since at least
the 1930s.° Professor James Holmes maintains that the Three Warfares are
‘entirely congruent with Chinese strategic culture’.”” Yet despite this congruency it
Is difficult to locate the concept within specific Chinese strategic traditions, which
might in fact be a deliberate decision; perhaps, not revealing the sources of the
Three Warfares concept makes it more difficult to evaluate.?® This is again in
keeping with Chinese strategic tradition and particularly Sun Tzu’s concept of

‘formlessness’ in The Art of War. In the context of victory against a stronger foe,
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the concept of “formlessness’ is used to prevent an opponent from modeling one’s

own pattern of actions. To this end, there are two kinds of “forms’ (*hsing’).

The tangible form refers to one’s military deployment and force configuration,

which is readily detected by the enemy. The intangible form refers to the

adaptability and competitiveness of one’s system, which makes it difficult to
model. Flexibility and ambiguity, for example, make it more difficult to predict
and evaluate one’s direction and priorities. By carefully managing the flow of
information to your enemy about one’s assets and capabilities, one can manipulate
his perception to focus on the “tangible” in assessing your war-fighting capacity.

Your true capacity—nbased on the “intangible”—thus remains hidden.

The importance of information in manipulating perceptions and psychology as a
means to achieving success in the ‘mind game’ of war has long been established in
historic Chinese military strategic writings as evinced by [JJJJJJJJ® ndeed it was
the modern application and success of such techniques as used by the US military
in the Gulf that impelled the PLA to refine their political warfare initiatives and

operations, and led to the creation of the Three Warfares.

Targeting perception and creating specific psychological approaches raise the
guestion of audience, the answer to which highlights a key purpose of the Three
Warfares. Multiple audiences can be identified. In the South China Sea, for
example, this campaign method applies to the smaller littoral claimant states where
the objective is to undermine the international support they receive while
convincing them of China’s capacity and political resolve. Secondly, China’s
domestic population is targeted with messages that not only portray China as the

protector of national sovereignty but present China’s regional neighbours as acting
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unlawfully. Thirdly, the United States is targeted as part of China’s ‘Anti-
Access/Area Denial’ strategy (discussed in Part 5 below) in order to raise doubts
about the legitimacy of the US presence in the Asia-Pacific region and alter the
framework for regional activity there. Fourthly, the perceptions and psychology of
the international community at large are targeted, in order to reinforce China’s

position and delegitimize that of the smaller claimants and the US.

1.2 A Concerted Strategy or Signs of Institutional Weaknesses?

Despite the CMC’s official approval of the political warfare campaign and more
recent efforts to improve coordination, Professor Geoffrey Till (Chapter 6) warns
of the dangers of using the Three Warfares as an ‘investigative tool’. Till’s is a
nuanced position. While he acknowledges that viewing the Three Warfares as
merely a function of bureaucratic ‘bedlam’ brings certain dangers, he argues that
placing too much emphasis on the analytical value of the Three Warfares concept
risks exaggerating ‘the extent to which China is following a concerted and
comprehensive plan to secure strategic advantage in the East China Sea and South
China Sea’.*® With this caveat in mind, Till continues in the latter vein with the
proposition that Chinese policy is a function of ‘unresolved choices, dilemmas and

inconsistencies’.®!

There is some evidence that supports the argument that China moves from one
crisis to another, presenting a ‘constantly shifting and poorly integrated maritime
policy’.*® Till highlights the disparate views within the navy, legal establishment,
foreign ministry and those driving economic policy along with more local players

such as the fishing community in Hainan with little or no eye on the international

%0 See paper by Professor Geoffrey Till.
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%2 See paper by Professor Geoffrey Till.
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consequences of their actions, as causal factors in the tone and policy inconsistency
in the East and South China Seas.

Till’s view implies the internal dynamics of the relevant bureaucracies and
Interests indicate that confrontations in the South China Sea (such as the
Scarborough Shoal crisis of April 2012), attributed to the heightened use of the
Three Warfares, may in fact not be a sign of coherence and strength but rather
‘symptomatic of state weakness in the face of growing and increasingly complex
demands’.*® While this view is not widely shared among contributors to this study,
it is reflected in the International Crisis Group’s April 2012 publication “Stirring
up the South China Sea (I)’ which identifies the lack of coordination among PRC

agencies as due to four related factors®*:
I. Domestic actors playing a foreign policy role.
1. Structural weaknesses of the Ministry of Foreign Affairs (MOFA).
iii. Internal divisions within the MOFA.

Iv. Lack of legal clarity.

1.1.1. Domestic actors playing a foreign policy role

Within China’s institutional structure there are eleven ministerial-level government

agencies, under which there are five law enforcement agencies plus private

actors.® Many of these were originally established to administer and monitor

domestic policies but now find themselves operating in areas where their actions

%% Andrew Mertha. ‘Domestic Institutional Challenges Facing China’s Leadership on the Eve of the 18" Party
Congress’. Asia Policy Number 14. July 2012. P.1
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can have foreign policy implications. With little or no knowledge of diplomatic
affairs or foreign policy norms or priorities, they proceed from concerns rooted in
‘narrow agency or industry interests’.*® The most active of these actors in the

South China Sea are:
e The Bureau of Fisheries Administration.
e China Marine Surveillance.

e Local governments (particularly in the three coastal provinces of Hainan,

Guangdong and Guangxi).
e The People’s Liberation Army Navy (PLAN).

e The Ministry of Foreign Affairs (MOFA).

% 1bid P.14
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Figure 1

KEY ACTORS IN THE SOUTH CHINA SEA

Politburo Standing Committee

State Council Central Military Commission

Direct control, main budget provider

------------ Indirect control, project-based budget provider

Source: Stirring up the South China Sea (I) Crisis Group Asia Report N0.223, 23 April 2012, Appendix
C, p.40.
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The Bureau of Fisheries Administration (BFA) is responsible for the China
Fisheries Law Enforcement Command (CFLEC), one of the two largest law
enforcement forces operating in China’s claimed maritime territory®’. The
CFLEC’s duties include: the regulation of domestic fishing industry; the safeguard
of fishing vessels and the land features, rocks, reefs claimed by China; and the
prevention and expulsion of foreign vessels fishing in those regions.*® Its vessels
are therefore used to patrol disputed territory and as civilian, rather than military
vessels, seek to ensure that any confrontations remain in the civilian realm as they

pursue Chinese claims.

In recent years, the CFLEC has substantially added to its roster of vessels and
equipment — increasing the number of well-equipped large patrol vessels and
taking on decommissioned PLAN military vessels fishery patrols, which have been

conducted with increased frequency.

Moreover, the BFA also has indirect influence and control (in its role as a project-
based budget provider®®) over the South Sea Fisheries Law Enforcement
Command, which has been involved in incidents with both Vietnam and the
Philippines by sending fisheries patrol boats into disputed fishing areas to
safeguard Chinese fishing boats. In the first nine months of 2011, Chinese fisheries
patrol boats confronted 22 armed vessels of Indonesia, Vietnam and the
Philippines.*® The lack of sensitivity to foreign policy issues and diplomatic
sensibilities by agencies at the front-line of China’s response to South China Sea
disputes has, not surprisingly, fuelled further concerns and anxieties among

China’s regional neighbors.

%7 ‘Stirring up the South China Sea’. International Crisis Group. Report I. April 2012. P.8
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Second, China Marine Surveillance (CMS) is the other major maritime law
enforcement force and is a counterpart to the CFLEC. The State Oceanic
Administration commands the CMS. The CMS has a key role in defending the
sovereignty over claimed waters. The CMS has conducted regular patrols of the
South China Sea area since 2008, has been a key player in incidents with Vietnam
since 2009, and was involved in the 2009 USNS Impeccable incident* and the
more recent skirmish with the Philippines over Huangyan Island/Scarborough
Shoal in April 2012.

Thirdly, the actions of the coastal provinces of Hainan, Guangdong, and
Guangxi have certain foreign policy implications. These provinces place particular
emphasis on economic growth.* Besides inherited family political power, GDP
growth is the most important criteria for advancing in the political system.*”® The
expansion of the fisheries and tourism industry in the South China Sea region thus
presents itself as a lucrative means towards economic, and by extension, political

ends.

Hainan government in particular has been active in its attempts to develop a high-
end tourism industry on the Paracel islands (seized by the PRC in 1974) and the
Spratly Islands (seized by the PRC in 1976) and their surrounding waters. Both

these sets of islands have been theoretically governed by the province since

1988.%

The National Tourism Administration has also played a key role in promoting
tourism, facilitating local government initiatives by providing the necessary

approval for new projects. Such development plans, as China’s attempts to
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demonstrate its sovereignty over and administration of the disputed territories, has
been met with strong protest and opposition in Vietnam. This is discussed further

in Part 5 below.

Fourth, the People’s Liberation Army Navy (PLAN) has established a strong
naval presence in the South China Sea region with Hainan province proving
particularly important in terms of its Yulin Naval Base in the city of Sanya®,
which includes underground facilities for nuclear and conventional submarines and

piers for carriers.

The importance of this naval presence is two-fold. First, given China’s extensive
claims in the area and the recent tensions with other littoral claimants, ‘a stronger
naval presence helps Beijing project its power to deter other countries from
challenging its claimed sovereignty and economic interests’.*® Thus, while policy
dictates that the civilian law enforcement agencies take a primary role, the PLAN’s
presence serves to demonstrate China’s determination and military strength.
Further, the PLAN presence underscores China’s willingness to support its
sovereignty claims in key locations; that impacts other nations’ perceptions of

China’s foreign policy goals.

Second, China’s increasing energy demand, its status as an export-oriented
economy”’ combined with a reliance on maritime transport has heightened the need
to ensure China’s access to secure lines of communication (SLOCs). A

strengthened naval presence in the immediate vicinity, as reflected in the

* |bid P.11
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strengthened South Sea Fleet®®, thus meets both sovereignty-related and geo-

strategic goals. This is discussed further in Part 5 below.

1.1.2. Structural weaknesses of the Ministry of Foreign Affairs (MOFA)

The MOFA is the only agency that has experience of dealing with diplomatic
affairs.* It is authorized to negotiate with its international counterparts and has an
explicit coordinating mandate. Its responsibilities are to provide policy guidance
and to monitor the activities of other government agencies in the disputed South
China Sea areas to prevent international incidents from occurring, yet the Standing
Committee of the Politburo lacks a specific foreign policy coordinator. As the
International Crisis Group’s report details: ‘although it remains theoretically
responsible for formulation and execution of Chinese foreign policy, its leadership
role, responsibility and authority on most foreign policy issues of strategic

significance has been largely bypassed by other more powerful players’.>

As such, although the MOFA should be the primary player in the disputes, without
the authority or resources to fulfill this role it has been marginalized and side-lined
In recent years - relegated to a bystander on issues that are in fact firmly within its
remit. There are four main factors for this relegation of the MOFA on South China

Sea issues:

1. The MOFA'’s structural environment cripples the agency’s ability to advise
and coordinate — as nearly all other relevant actors are at the same level of
authority® and enjoy substantial autonomy. This flat structure thus fosters
resistance amongst other agencies to listen and implement any MOFA-advised

changes.

“8 “Stirring up the South China Sea’. International Crisis Group. Report I. April 2012. P.12
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2. Domestic issues still take priority over foreign policy with domestic actors
such as the commerce ministry, finance ministry and state security ministry®

having more influence than the MOFA.

3. The PLA is ranked above the MOFA in the bureaucratic hierarchy.’® This
greatly complicates the MOFA’s coordination of policy as it has little direct
access to information about military affairs. The extent to which the MOFA is
kept in the dark regarding PLA activities is clear as, ‘on some occasions the
MOFA has been forced to rely on reports from Western diplomats regarding the
PLAN’s activities’ in the South China Sea.

4. The MOFA is not always thoroughly informed by local actors.> There is
the belief among some provinces that foreign policy bureaucrats in the capital
will not understand local facts on the ground. For instance, despite the protests
by the Vietnamese government about China’s development of the tourism
industry on the disputed islands, local tourist agencies continued to conduct

tours to the Paracel Islands.>®

1.1.3. Internal divisions within the MOFA

In addition to the structural weaknesses facing the MOFA in terms of its position
within China’s institutional architecture—there is, for example, no member of the
Standing Committee of the Politburo specifically responsible for foreign affairs--
the MOFA suffers internal organizational problems. Several of its departments
have overlapping roles in managing the South China Sea. For instance, the Asian

Affairs Department along with the North American and Ocean Affairs Department
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have a history of dealing with South China Sea issues, yet the Boundary and Ocean
Affairs Department (set up in May 2009) is responsible for administering legal
matters over territorial claims and providing diplomatic policy guidance to other
agencies on maritime issues.>” As such there is significant intersection of roles and

responsibilities.

To further compound the issue, the relatively new Boundary and Ocean Affairs
Department is not yet able to lead take on such matters for (as of this writing) it
lacks a definitive team structure®®, does not have defined objectives and lacks the

authority needed to issue directives to the more established departments.

1.1.4. Lack of legal clarity

The MOFA is further weakened by the ambiguity of exactly what the agency is
supposed to be defending or advancing in the South China Sea.>® This ambiguity
stems from the lack of legal clarity about what exactly the nine-dash U-shaped line
represents. For instance the MOFA’s Boundary and Ocean Affairs Department has
the responsibility of consulting legal experts in order to reconcile the
inconsistencies between China’s domestic laws (i.e. the 1992 of the PRC on
Territorial Sea and Contiguous Zone and the 1998 Law of the PRC on EEZ and
Continental Shelf) and 1982 United Nations Convention on the Law of the SEA
(UNCLOQS). Thus while the MOFA attempts to explain to embassies that China is
using UNCLOS to defend its claims — there remains within the MOFA a lack of
consensus and lack of confidence in its ability to defend its claims within existing

international law.
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Thus until Beijing assigns the issue of how to legally interpret the nine-dash line to
China’s highest law-making body®, the National People’s Congress, it is likely
that this issue, now wrapped in legal ambiguity, will further complicate the
MOFA'’s provision of policy guidance-- and continue to dilute its authority in the

foreseeable future.
1.2. Signs of Increased Coordination?

Despite the coordination problems that plague the 17 agencies responsible for
managing the sea in China, Professor Geoffrey Till’s argument that China’s policy
in the South China Sea is a function of these inconsistencies remains a minority
view. In a statement before the House Foreign Affairs Committee, September
2012, Bonnie S. Glaser, Senior Fellow at the Center for Strategic and International
Studies, outlined China’s behavior in the South China Sea as ‘deliberate and
systematic’.®" Glaser maintains that China’s actions in recent months, rather than
being the ‘unintentional result of bureaucratic politics and poor coordination’, do
in fact suggest ‘exemplary interagency coordination, civil-military control and

harmonization of its political, economic and military objectives’.®

Glaser traces the “clear pattern of bullying and intimidation of other claimants’ as
evidence of a ‘top leadership decision to escalate China’s coercive diplomacy’.®®
The Three Warfares fit firmly within this line of argument, with China’s propensity

to flout international law, increased willingness to coerce other nations to alter
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their policies via economic inducements and unwillingness to undertake serious

diplomacy to manage and resolve disputes.®

Furthermore regardless of the present lack of coordination among China’s
maritime agencies®, more recent announcements indicate coordination will be
improved. On March 10, 2013 at the 12" National People’s Congress, State
Council Secretary General Ma Kai announced plans to consolidate China’s various
maritime law enforcement agencies under a single body in order to ‘solve
problems related to inefficient maritime law enforcement, improving the protection
and utilization of oceanic resources and better safeguarding the country’s maritime
rights and interests’.®® Under this plan, the State Oceanic Administration, which
oversees and manages China Marine Surveillance, will take over the Maritime
Police and Border Control, Fisheries Law Enforcement Command and the

Maritime Anti-Smuggling Police.®’

There are also plans for the establishment of a consultative body in the form of the
State Ocean Commission to help formulate strategies for the development of
maritime resources. This is in keeping with the on-going civilian status of Chinese
maritime activities in the South China Sea in recent years. However, in an
interview on CCTV’s Focus Today March 13 2013, Yin Zhuo, a PLAN Rear
Admiral, suggested that the restructured agency would also expand the number of
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armed law enforcement ships — which presents a departure from past practice in

which mostly unarmed civilian patrol vessels have been used.®®

These new developments indicating an increased number of armed ships (if not
military), underscores the importance of establishing rules of engagement and rules
governing ‘Order at Sea’. Furthermore the exact role of the Chinese military in
influencing the policy of the State Oceanic Administration and coordination

remains unclear.

In sum, there appears to be a growing trend towards increased inter-agency
coordination in Chinese maritime affairs. Furthermore Professor Geoffrey Till
makes clear that viewing the Three Warfares as merely a function of
inconsistencies and incoordination brings its own dangers and may lead to serious
miscalculation by both the US and China’s neighbors®, if China does in fact have
a game plan. To this end, it is prudent and rational to consider China’s recent
maritime actions as indicative of a coordinated, whole-of-government approach—

doing so, has the advantage of providing a bulwark against a strategic misstep.

Furthermore when considering the future of the Three Warfares and their
implications for Chinese actions in the South China Sea, although Chinese
maritime bodies may seem uncoordinated at present, the Three Warfares have
proven a powerful military technology uniquely suited to the South China Sea
where they have brought success. In this vein, a stark example of what can be
expected in the future is China’s administrative upgrade of Sansha City and the
construction of a military garrison on Woody Island, as discussed in Part 2.6

below.
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PART 2: CHINA AND LEGAL WARFARE

Before addressing China’s application of legal warfare (or ‘lawfare’) in the South
China Sea, it is useful to examine the factors that have conditioned its approach to
international law. These factors include: the historic traditions of Confucianism
and Legalism; China’s Sino-centric view of sovereignty; China’s perceptions of
the role and rule of law; and China’s perceptions of how western nations use the

law.
2.1.  Sino-Centric View of Sovereignty

A nation’s attitude towards international law stems from its world outlook.”
China’s outlook, like other nations, is conditioned by its unique historical
experience. This legacy shapes China’s perception of important core concepts
contained in international law today, most notably, its distinctive Sino-centric view

of sovereignty.

Analysts detail that China’s views of international order, legality and legitimacy
have been profoundly influenced by its culture and history. Christopher Ford
explains that China is perhaps the ‘most historically conscious nation on Earth’”*
and that this profound reverence for the past has powerfully conditioned China’s
approach to basic issues of legitimacy and legality in the international system.”
The Warring States Period from roughly 475 BC to 221 BC left a profound and
enduring impression on the views of China’s leaders of the international order and

the proper relations among states.
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Confucianism, a leading school of thought in this period advanced a monist ideal,

which denied that a legitimate international order could rest on the formal co-
equality of sovereigns.” Under a Confucian system long-term order could only
exist under a single ruler. The Confucian ethic presumes that ‘there cannot be
interstate relations in the sense that we conceive of them in the modern west’" and
that sovereigns cannot ultimately exist alongside each other, co-equal in

legitimacy.

Christopher Ford identifies the most significant temporary rival of the Confucians
during the Warring States period as Legalism.”™ The Legalists focused on the
achievement and consolidation of absolute power. Thus despite of the inherent
tensions between the two schools of thought, regarding the sources of authority and
the nature of governance within the state’®, the Legalists and Confucians shared the
ethic of political monism: namely, that the ideal ruler will inevitably acquire
universal rule. For Legalist thinkers sovereignty revolved around the idea of
‘political purchase’. To be sovereign was to be without equal in political purchase.
In this way China conceives sovereignty as indivisible: ‘if one had an equal, one

was not sovereign’.”’

China’s developing role in the world is thus driven by a deeply entrenched
historical worldview.” Abstracting from its 5000 year history, China’s notion of
sovereignty rests on the notion that there can be no equal governing authorities,

and that authority, order and virtue flow from a single ruling source which is the
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sovereign in its realm; thus China’s hegemonic instinct in the South China Sea—

and perhaps beyond.

Furthermore ‘racial pride, and an innate sense of cultural superiority’™

among the
Han people over an extended period have conditioned the Chinese to believe that
the role of “hegemon” properly belongs to China. As such, Chinese leaders wish
to ensure that all countries in the region ‘acknowledge the overlordship of Beijing,
and above all [do] not enter into alliances, nor even close friendships, with other

powers’.%

It is thus “crucially important’ to understand the historical antecedents of China’s
conception of international order, legality and legitimacy®! and thus that China’s
concept of sovereignty lacks a ‘meaningful concept of co-equal, legitimate
sovereignties pursuant to which states may exist over the long term in non-
hierarchical relationships’.**The intellectual legacy of China, with a distinct focus
on monist political ideology, thus stands in stark contrast to the traditions of the

modern European state system and its concomitant concepts of international law.
2.2. Chinese Views of the Role and Rule of Law

In the West, the concept of the rule of law (namely, that the law exists as a “distinct

autonomous entity” and applies to both the ruler and the ruled) is fundamental.

However the two schools of thought that inform Chinese understanding of the law,
Confucianism and the Legalist track (with an emphasis on morality and ethics in
the former and legal codes in the latter) both view the law as a means of enforcing

control over the population. Imperial China viewed the law as an instrument. Not
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only was the law an ‘offensive weapon capable of hamstringing opponents and
seizing the political initiative’® but the law provided a means by which the
authorities could exercise control over the population. China thus experienced rule

by law not rule of law.

Furthermore during the early years of the PRC, Mao’s government asserted that the
‘law should serve as an ideological instrument of politics’.** The CCP has since
evolved to view the law as an instrument with which to govern the people rather
than as a constraint on its own authority. Thus ‘no strong tradition that held the law

as a means of constraining authority itself ever developed in China’®

(emphasis
added). With the advent of economic modernization most new regulations have
focused on commercial and contract law, while criminal and civil law remains

weak and international law virtually non-existent.

Today, law primarily applies to the public not the Party. These views were
reflected in Jiang Zemin’s 1996 pronouncement that international law can be used
as a ‘weapon to defend the interests of our state’ and also in the PLA operational
handbook that advises one not to ‘feel completely bound by specific articles’ of

international law.®’

2.3. Chinese Lessons from the Gulf Wars

China perceives other nations as sharing and operating with this same
instrumentalist view of the law and the benefits it can bring. Indeed, China

perceives the US as one of the leading practitioners of lawfare. During the First
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Gulf War of 1991 Chinese analysts noted that not only did the US successfully
secure a legal basis for its military operations through United Nations
authorization, but also afforded itself a potent lawfare tool in the form of sanctions.
Legal arguments were also viewed as the critical components in justifying certain

military operations, such as the bombing of the al-Firdos bunker and Iragi forces.®

During the Second Gulf War of 2003, China analyzed that, although the US did not
obtain formal authorization from the UN nor the backing of NATO, the US was
still able to successfully manipulate international law to provide itself with a legal
justification for military conflict. This was achieved by portraying Irag as having
violated previous UN resolutions regarding weapons of mass destruction. On the
flip side, PRC analysts also noted the successes of Iraq’s campaign of legal warfare

in preventing the US from acquiring UN approval for its actions.

PRC analyzes highlight the critical importance of combining such lawfare efforts
with those of media warfare. For instance, PLA analysts believe that Irag did not
go on to reap rewards (in either military or political terms) from denying UN
approval to the US because the US adroitly combined legal warfare and media
warfare to thwart Baghdad. The PRC further concluded that the US media warfare
campaign against Iraq and particularly Saddam Hussein, succeeded in undercutting

Iragi domestic support for the leadership.
2.4. How to Characterize ‘Lawfare’?

The law of the sea has emerged as a key area in which China is seeking to shape
international law. To that end, this study gives particular focus to China’s
interpretations of UNCLOS regarding its rights of sovereignty over the islands and

waters encompassed by its nine-dash, U-shaped line and its restrictive

% Dean Cheng. “Winning Without Fighting: Chinese Legal Warfare’. The Heritage Foundation: Backgrounder.
Number 2692. March 2012. P.4.
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interpretation of the provisions relating to the passage of military vessels through
its EEZ.

China’s distinctive interpretations of the law of the sea are symptomatic of its
broader view that ocean management norms must come to reflect ‘non-hegemonic,

189

non-American forms of global governance’™ and it is pushing international law

towards understandings of legitimacy grounded in Asian and Chinese values.

However before China’s push for new understandings of international law can be
seen as a distinct strategy of lawfare, the concept of lawfare itself needs to be
unpacked and these practices evaluated against orthodox standards of legal validity
in international law.*® Only then can China’s strategy for using international law be
demarcated as either a legitimate attempt to change rules within international law
in a progressive direction for the developing world or an attempt to exploit

international law for political and commercial gain.

In his paper ‘China’s Use of Lawfare in the South China Sea Dispute’ (Chapter 8
below), Professor Justin Nankivell advances a characterization of lawfare that
involves an evaluation of a state’s legal intentions when interpreting law in a
specific way. Thus the state’s actions that are non-compliant with the specific law
must be judged on the basis of the motives behind the breach of the law.”
Professor Nankivell also identifies lawfare has having two different dimensions of
application. A positive application — which involves using law as a strategic policy
choice so that an issue is legalized and outcomes are ‘conditioned by legal
structures, regimes and dialogues’.” A negative application of law however

involves its ‘misuse’ — or use of a legal rule for purposes other than those for

8 See paper by Professor Justin Nankivell.
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19, there is no evidence that

which it was intended. Importantly, at the strategic leve
Chinese analysts and decision-makers view legal warfare as the misuse of law.
Rather the law is simply another facet in its toolkit to leverage comprehensive

national strength in support of higher national goals.

As such, lawfare can be characterized as the ‘exploitation’ of a legal system,

regime or rule*, not for any productive purpose (such as generating new legal

rules or legalizing an issue to help with resolution) but rather as a means towards
achieving purely political or commercial ends. The latter thus involves the
selective use of law to gain an unfair advantage by not complying with what a legal

rule permits or prevents.*
2.5. Chinese Lawfare in Action — Legal Layering

China’s strategy in using formal international law to justify its claims takes the
form of legal layering. Leveraging a set of rotating arguments, with several legal
justifications in play allows for movement from one legal argument to another
should the previous suffer flaws in legal validity. Thus, if one argument fails,
others can be swiftly leveraged to create, in the aggregate, an overall plausible

legal case.”

For instance China uses a combination of: its nine-dash line as evidence of its
historic title over the South China Sea area; references to its ancient fishing
practices and administrative exercise to show its legal authority over time; and
claims of sovereignty over the area’s ‘relevant waters’. In this way, China

establishes a spectrum of claims ranging from the maximal (with the South China

% Dean Cheng. ‘Winning Without Fighting: Chinese Legal Warfare’. The Heritage Foundation: Backgrounder.
Number 2692. March 2012 P.6.
% See paper by Professor Justin Nankivell.
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Sea being China’s historic waters) to the minimal (with China’s indisputable

sovereignty over all the islands legally entitled to jurisdictional zones).®’

Contributors maintain that China is committed, if possible, to the maximal claim
under the cover of international law. As such China can shift from one layer of
argument to the next, while still maintaining a relatively expansive claim to the
South China Sea area. The various layers of China’s legal approach are evident in

its efforts to secure goals relating to the following two critical issues: territorial

sovereignty and the balance of coastal-state and international rights and

obligations in the Exclusive Economic Zone (EEZ).

2.5.1. Territorial sovereignty

Despite claims of sovereignty from Vietnam, Malaysia, Brunei, the Philippines and
Taiwan over specific islands in the South China Sea, China claims ‘indisputable
sovereignty” and ‘historic rights’ over 80% of the area. This claim to territorial

sovereignty rests on two principal sources: historic maps and domestic legislation.

By analyzing its intentions, China’s application of the law with regard to
‘territorial sovereignty’ can be characterized as a negative application of ‘lawfare’.
China’s use of historic maps and passage of domestic legislation reveals an attempt
to exploit existing conventions as a means to political gain rather than as a

justifiable attempt to move international law in progressive directions.

I China’s use of maps

The nine-dash U-shaped map delimiting China’s proposed maritime boundaries
was published in 1947 by the nationalist government of the Republic of China.
This map was based on an internal government report prepared in 1935 when many

parts marked as within China’s boundary were in fact under foreign control. The

*" 1bid
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Chinese government has to this day failed to outline publicly the exact meaning of

the map.
Figure 2

China’s nine-dash U-shaped line in the South China Sea
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Source: The Economist. May 19, 2012
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The use of this flawed map for political purposes is consistent with other instances
of China’s self-serving use of historic maps. The application of this strategic tool

Is summed up in a declassified CIA report as follows:

‘It was basic Chinese policy early in Peipings relations with New Delhi not to
claim territory in writing or orally, but only on the basis of maps. Thus the Chinese
claim to NEFA [North East Frontier Agency] appeared only as a line on Chinese
maps dipping at points about 100 miles south of the McMahon line. Chou En-lai,
in talks with Nehru in 1954 and 1956, treated the Chinese maps not as representing
Peiping’s “claim” but, on the contrary, as old maps handed down from the previous
regime which had “not yet” been corrected. This provided the Chinese premier
with a means for concealing Peiping’s long-range intention of surfacing Chinese

claims at some time in the future’.®®

The comment above provides an historical example of China’s efforts to establish
territorial sovereignty that has parallels with China’s approach to the South China
Sea today. In the run up to the Sino-Indian war of 1962, for example, the PRC
claimed it never recognized the McMahon Line arguing that the Chinese
plenipotentiary at the Simla Conference of October 1913 (during which the
boundary line was demarcated) had never signed the treaty.

India held the mutual boundary line to be clearly established and negotiations with
Chinese counterparts were deemed to be neither necessary nor proper. China
pressured the Indian Government to recognize that the two sides had not agreed on
a demarcated boundary. Meanwhile, China attempted to consolidate its control

over the disputed territory. In 1956, for instance, China constructed a road from

% ttp://www foia.cia.gov/CPE/POLO/polo-07.
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Xinjiang to Tibet through the Aksai Chin, in order to improve existing links to
roads within Chinese territory on its own maps — but 112 meters of the 750m long

road cut through territory claimed by India.*

Thus China sought to undermine India’s claims to the area and raise questions
about India’s administrative control and knowledge of developments in its claimed
territory (as only in October 1958 did the Indian Government protest against such a
construction). Thus by consolidating its own position, both politically and
militarily, China ensured that it could ultimately negotiate with India from a
position of strength. (This may be Beijing’s objective in the Senkakus where it

hopes to negotiate with Japan for oil drilling rights in the adjacent seabed).

Territorial disputes continue to be at the heart of distrust between India and China

today, which is ‘growing at an alarming rate’'®

, even though economic
cooperation and bilateral political and socio-cultural exchanges are at an all-time
high. In 2010, for instance, China took its territorial dispute with India to the Asian
Development Bank where China blocked India’s application for a loan that
included money for development projects in the Indian state of Arunachal Pradesh,

which China calls “South Tibet” and claims as Chinese territory.

Harsh V. Pant outlines that the intensification of Sino-Indian frictions in recent
years is largely due to ‘frequent and strident Chinese claims about the Line of

Actual Control in Arunachal Pradesh and Sikkim’.'** Indians have complained of a

% Cheng Feng, Larry M. Wortzel. ‘PLA Operational Principles and Limited War: The Sino-Indian war of 1962”.
Chinese Warfighting: The PLA Experience Since 1949. 2003. P.178
190 Harsh V. Pant. China and India: A Rivalry Takes Shape. Foreign Policy Research Institute. June 2011. P.1.
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large rise in Chinese intrusions along the border in Arunachal Pradesh. China has

also denied visas to Indian citizens of Arunachal Pradesh.

These claims are backed up by China’s military capabilities. For instance, an
estimate by the Indian government’s China Study Group, indicates that China now
possesses the capability to move over 10,000 troops to the Indian border in twenty
to twenty-five days compared to three to six months a decade back.'® Analysts
thus highlight that by ‘engaging in repeated, controlled, provocations, the Chinese
military is carefully probing India’.'® China asserts its claims along the border
with what is termed ‘aggressive patrolling’.*®* Chinese troops have violated the
1993 bilateral agreement on peace and tranquility on the Line of Actual Control by
repeatedly harassing and subjecting Indian troops to verbal abuse.'®

Furthermore Harsh V. Pant details that repeated Chinese incursions into the Finger
Area in northern Sikkim represent the PLA’s attempts to put the historically
undisputed Sikkim border (which India considered as a settled matter) into play.
There PLA troops cross the border and paint obscene messages on rocks, leave
feces and in other ways insult and harass Indian soldiers. Similar actions are seen
at the tri-junction of Bhutanese territory, with the destruction of Indian Army
posts, and also in the non-delineated parts of Bhutan’s northern border with Tibet

in an attempt to force Bhutan to settle the boundary issue with China.*®

Thus, as in the South China Sea, both China’s historical actions against India in the
run up to the 1962 conflict as well as its on-going assertiveness over the territorial

dispute today, demonstrate China’s desire to put otherwise settled matters back

102 | pid p.2
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into play and “cartographic aggression” is a useful mechanism with which to do
this.

China’s actions to consolidate its political and military power at critical locations
indicate its desire for political rather than legal action (favoring negotiation not
adjudication). However these instances also show China’s willingness to couch its
argument in legal terms when laying out its claim to contested territory. Though
China has historically used, and continues to use, legal or quasi-legal concepts -
such as “administrative jurisdiction”—to bolster its position, it views such disputes
as essentially political in nature. This mirrors China’s political decisions to insist
on bilateral negotiations in the South China Sea and refusal to submit to
international arbitration while it continues to couch claims in legal jargon — such
as” administrative control” over disputed islands as evidenced by the construction

of features upon those islands.

More recently China’s use of maps stirred further tension. In November 2012
China presented its claim to ownership of the South China Sea and Taiwan on a
map embedded in its newly revised passports, as well as China’s e-passports. It
showed Arunachal Pradesh and Aksai Chin in India’s Jammu and Kashmir regions
as part of China.'®” Although China’s official maps have long included these areas
within China’s territory, imprinting such maps on the passports of Chinese
nationals is disruptive and provocative ‘since it requires other countries to tacitly

endorse the claims by affixing their official seals to the documents’.'® This

197 Mark McDonald. ‘A New Map in Chinese Passports Stirs Anger Across the Region’. International Herald
Tribune. September 25, 2012. http://rendezvous.blogs nytimes.com/2012/11/25/a-map-in-chinas-new-passports-
stirs-anger/

108" «China passports claim ownership of South China Sea and Taiwan’. Guardian.co.uk November 23, 2012.
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prompted widespread diplomatic protests by the Philippines, India, Taiwan and
Vietnam — with the latter’s passport control offices refusing to stamp visa pages in

the new passport and issuing separate visa sheets to new Chinese passport holders

instead.
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Figure 3

The map printed in new Chinese passports
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The map depicts disputed islands in the South China Sea, Taiwan and areas

claimed by India as part of China.

Source: ‘China Seeks to Calm Anger Over Passports’. The Wall Street Journal. November 28,
2012. http://online.wsj.com/article/SB10001424127887323751104578146700465245848.html
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China’s “cartographic aggression’ represents another attempt to inject an element
of doubt into the ownership of areas that are otherwise considered clearly held by

others in hopes that any agreement to negotiate will bring benefits.

i. The passage of domestic legislation

Domestic legislation such as the 1992 Law on Territorial Sea and Contiguous Zone

Is used to support China’s claim over all of the island groups within the U-shaped
line, which includes the Pratas Islands (Dongsha), Paracel Islands (Xisha),
Macclesfield Bank (Zongsha) and the Spratly Islands (Nansha). China asserts

these islands lie within China’s sovereign, historic waters.

However this domestic legislation directly contradicts two UNCLOS provisions:
(1) the requirement for straight baselines and (2) the inadmissibility of claims

based upon historic use.

First, the conditions that must be satisfied for a coastal state to draw straight
baselines along their coasts (including deeply indented coastlines, a fringe of
islands along the coast in the immediate vicinity and a sufficiently close link
between the water lying within the straight baselines and the land domain of the

coastal state, for instance) are not met in China’s case.

Second, coastal states may only claim historic waters if three criteria are satisfied:
They must demonstrate ‘effective exercise of sovereignty’ over waters they claim
as internal waters; they must demonstrate that this exercise of authority in waters
has been continuous for a considerable amount of time; and the coastal state must
demonstrate that the claim has received ‘general toleration’ or ‘acquiescence’ of
other states. As China’s claims in the South China Sea are challenged by all other

coastal claimants, China’s claims cannot be said to meet the criteria outlined by
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UNCLOS. Given that China is a signatory to UNCLOS, it has thus formally

accepted that its provisions be interpreted in ‘good faith’.

Moreover the 1998 Law of the People’s Republic of China on Exclusive Economic

Zone and Continental Shelf asserts China’s right to an EEZ from all Chinese
territory (namely, all the island groups in the South China Sea are claimed as
Chinese territory in the 1992 domestic legislation). So China uses its claim to
historic rights over the South China Sea as the basis of its claims over the islands
and their waters, and the passage of domestic legislation as the means by which to
‘legally’ assert jurisdictional control over nearly the entire area within its U-shaped
lines of inherently ambiguous maps. In this way Beijing’s law provides a ‘veneer

of legality’ as China attempts to change the status quo. **

2.5.2. Balance of coastal-state and international rights and obligations in the EEZ

China further challenges international law through its restrictive interpretation of
UNCLQOS provisions regarding the innocent passage of foreign warships and
conduct of military activities in a coastal state’s EEZ. Here we see a clash of two
deeply held notions of sovereignty: China’s Sino-Centric view of sovereignty vs.
the Western concept of freedom of navigation and passage in the maritime
commons as codified in UNCLOS.

In international law a careful compromise has been struck between the interests of
coastal states in managing and protecting ocean resources and the interests of
maritime user states to ensure high seas freedom of navigation and over-flight,
including for military purposes. User states are thus entitled to conduct military
activities in the EEZs of coastal states, with freedoms including the collecting of

intelligence and military surveillance.

199 See paper by Professor Justin Nankivell
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However by making the distinction between ‘passage’ and ‘navigation” Chinese
officials are asserting that there is no objection to the passing of US navy vessels
through China’s EEZ while transiting to other destinations, but when such vessels
conduct intelligence-gathering activities it is China’s view that this constitutes a
violation of international law and China’s domestic law. To this end, China seeks
to change international norms concerning freedom of navigation for military
purposes and thus change the balance of coastal state and international rights in

coastal zones.

Beijing has expressed displeasure in the current situation in a number of ways.
China’s maritime surveillance ships have cut the cables of Vietnamese oil
exploration ships conducting seismic surveys within Vietnam’s 200 nautical-mile
EEZ in May and June 2011, and the PLAN has announced that combat-ready naval
and aerial patrols would be dispatched to the Spratly Islands to “protect national

sovereignty and security development interests’**® in June 2012.

China propagates its restrictive interpretations of international law via its state-
owned media outlets — demonstrating the importance of using the warfares in
combination. For instance, in a recent Xinhua article dated February 22™ 2013, in
response to the comments of Japan’s Prime Minister Shinzo Abe regarding China’s
‘deeply ingrained’ need to challenge neighbors over territory, Chinese Foreign
Ministry Spokesman asserted that China carries out normal maritime activities in
accordance with domestic and international law, and ‘thus, navigational freedom
and security in the East China Sea and South China Sea have never been
affected”. ™™

19 Bonnie Glaser ‘Beijing as an Emerging Power in the South China Sea’. Statement before the House Foreign
Affairs Committee. September 12, 2012.

“Hou Qiang. ‘China makes strong representations with Japan over Abe’s comments’. Xinhuanet.com. February 22,
2013. http://news.xinhuanet.com/english/china/2013-02/22/c 132185907 htm
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China thus asserts the status quo has remained unaffected in public
pronouncements while employing its set of rotating arguments to “justify” China’s
increasing material maritime presence—creating new facts on the ground —in the
South China Sea. Perhaps the main reason China can assert the status quo remains
unaffected and freedom of navigation in the South China Sea is ‘obviously not
hindered’*** is precisely because the US Navy has continuously exercised its
rights, freedoms and uses of the seas in order to preserve them under international
law.™® Thus, using the Three Warfares in tandem allows China to present its
challenge to the law of the sea via lawfare while rhetorically assert that freedom of

navigation remains ‘unhindered’- thus using US ‘“interference’ to its advantage.

China’s efforts to achieve its objectives relating to territorial sovereignty and the
passage of warships through its EEZ contributes substantial evidence to the claim
that China does not accept the international law of the sea, but rather seeks to
rewrite them with substantive disconnects between what the law says and what
China desires it to say. Analysts argue that if China is permitted to ignore the
realities of international law regarding the ordinary meaning, context and intent of
UNCLQOS provisions, then nothing prevents other nations from ‘emulating China’s
rhetorical approach of selective compliance in the name of imperfections,
drawbacks, or shortcomings, potentially undermining almost ten years of extensive

multilateral negotiations and possibly jeopardizing the UNCLOS regime’.**

Furthermore, and deeply disturbing, this approach could be applied to other areas
of international law and perhaps be indicative of a more general movement

towards the rejection of the post-World War Il legal architecture that has

12 Foreign Minister Yang claimed in response to Secretary Clinton’s remarks in July 2010

13 Jonathan G. Odom. ‘A China in the Bull Shop? Comparing The Rhetoric of a Rising China with the Reality of
the International Law of the Sea’. Ocean and Coastal Law Journal. VVolume 17, Issue 2. 2012. P.229
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administered global affairs for over half a century.'*® The manifestation of China’s
instrumentalist view of the law, in the form of its manipulation of the law to suit its
needs in the South China Sea, is, perhaps, only a snapshot of a more radical
challenge to global administration. Such a challenge may be leveled, in particular
against legal and institutional arrangements that mitigate towards continued
western dominance in organizations ranging from the WTO to the UN, to the
World Court, to World Bank.

However, the aim of this paper is not to generate alarm. China might not, in fact,
seek to completely overhaul established regimes and norms but rather gradually set

118 that reflects its role as a ‘law-maker’ rather than a ‘law-

a new precedent
taker’.**” Such an interpretation is not uncommon in policy circles and as such

must be given due consideration.
2.6.  An Example for the Future? Creative Lawfare

A particularly pertinent example of China’s very creative use of the law and
evidence of a coordinated, whole-of-government attempt to consolidate control
over disputed South China Sea islands and increase regional influence is the
Sansha garrison. In June 2012 the Chinese State Council upgraded Sansha (a
community on Woody Island in the Paracels) to the status of a prefecture-level
city. This upgrade gave Sansha’s local government the authority to administer the
Paracels, Spratlys and Macclesfield bank and their surrounding waters in the South
China Sea.

Later in July 2012, the CMC approved plans to establish a military garrison on

Sansha, with the division level command (under the Hainan provincial

115 See paper by Mr. Timothy Walton.
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117 See paper by Professor Justin Nankivell.
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subcommand of the PLA) given responsibility for managing the city’s national

defense mobilization, military reserves and direct military operations.™®

Despite this upgrade, however, the military garrison has minimal operational value
as Woody Island has the bare minimum facilities needed to operate as a forward
base. To support fighter aircraft, for example, significant upgrades would be
required in naval and air infrastructure to allow sustained operations.’*® As such,
the significance of China’s establishment of Sansha city should not be seen in

terms of military enhancement but rather as an example of creative lawfare.

A small beach village thus acquired a new status designed to support China’s
regional claims. As a new Provincial level city of Hainan Province, Sansha got a
mayor, three deputy mayors, an eleven member city council and a military
garrison; China, in effect, extended a province into the midst of the South China

Sea.

The development of the Sansha garrison has been identified by analysts as a
‘coordinated and deliberate’ action suggesting top-down direction from the
Politburo Standing Committee of the CCP, with the CMC, State Council and PLA
all involved in the upgrade decision.”® Sansha city thus provides important
evidence against the proposition that China does not have a concerted and
integrated campaign plan for the South and East China Seas and in fact simply
bounces from crisis to crisis in a long and difficult process of sorting out its legal
position.?! Instead, the coordinated whole-of-government decision to upgrade

Sansha’s authority can be seen as a reaction to Vietnam’s passage of a national law

18 Oriana Skylar Mastro. “The Sansha Garrison: China’s Deliberate Escalation in the South China Sea’. East and
South China Seas Bulletin 5. Center for a New American Security. September 2012. P.2.
119 H
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of the sea, which included the disputed Paracels and the Spratlys in its definition of
national waters. Further evidence to support this is the fact that, two days before
the garrison announcement, the largest fleet of Chinese fishing vessels to ever set
sail left Hainan Island for Zhubi Reef (in the Paracels), escorted by the PLAN.**

Thus while inter-agency problems have inhibited coordination at times, (as
highlighted in Part 1.3. above) Beijing’s actions in the Sansha matter provide a
stark example of a coordinated response to regional neighbors who challenge
China’s claims to natural resources in the region. The establishment of a military
garrison on Sansha city provides policy-makers with a unique insight into how
legal warfare may be applied in the future, if all Chinese government agencies are
bound together through action and purpose to secure South China Sea claims

against regional counter-claims.

The role of the Chinese-state owned oil giant, China National Offshore Oil
Company (CNOQOC), in the Sansha city episode (with CNOOC announcing it was
opening nine oil fields in the vicinity for bidding at the same time as the upgrade in
administrative control shows impressive ‘whole of government’ coordination and
further reflects China’s legal interpretation of ‘sovereign territory’. Wang Yilin,
Chairman of CNOOC, reportedly told an audience at CNOOC headquarters in
Beijing in May 2012 that large-scale deep-water rigs are ‘our mobile national
territory and a strategic weapon’.**® The deep-water rig in question is the semi-
submersible Haiyang Shiyou 981 (known as HYSY 981) launched in May 2012,
which would give China access to all but the very deepest seabed areas within the

nine-dash line.

122 Oriana Skylar Mastro. “The Sansha Garrison: China’s Deliberate Escalation in the South China Sea’. East and
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There is nothing in the Law of the Sea, however, that recognizes such platforms or
structures as sovereign territory, even though they are owned by the states that
constructed them. As such it seems that ‘Chairman Weng’s language suggests that
China intends using CNOOC platforms slowly to wrest control of offshore areas
by creating an ambiguous political-legal aura of authority and control’.*** With
China’s invitation of tenders for oil and gas exploration blocks in disputed waters
off Vietnam’s coast in mind, combined with China’s interpretation of international
law and a possible perception of oil rigs playing some sort of strategic role, such a
strategy could be applied in more distant waters where China has similar natural-

125

resource interests™>, such as emerging oil and gas provinces off East Africa.

One important possible future scenario is CNOOC’s recent acquisition of a large
Canadian energy company, Nexen, in a deal worth US$15.1 billion in February
2013'?®, Even though the Canadian government approved the takeover, as Nexen
has assets in the Gulf of Mexico, US regulatory approval was required. Analysts
have noted that it is arguable that China is in fact overpaying for such a deal, with
a 60% premium over the pre-deal stock price.””” However given that Nexen has
deep-water extractive technology that could help CNOOC in the South China Sea
and elsewhere it would allow the Chinese-state owned oil giant to speed up the rate
at which it maximizes the return on its investment in HYSY 981. Furthermore, the
Nexen acquisition gives CNOOC new offshore production in the North Sea, the
Gulf of Mexico and off western Africa, as well as producing properties in the
Middle East and Canada. In Canada, CNOOC gains control of Nexen's Long Lake
oil sands project in the oil-rich province of Alberta, as well as billions of barrels of

4 Ibid
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reserves in the world's third-largest crude storehouse - the oil sands in the province
of Alberta.'?®

Thus Chinese lawfare efforts that leverage all assets available to the government,
from mobilizing large swathes of local Chinese fishing vessels to securing natural-
resource interests through the agency of CNOOC, present the Chinese with
significant pay-offs and the US with significant problems. For instance, US
approval of the Nexen acquisition could have important implications for US
credibility and role in the region if Southeast Asian allies perceive the US as
essentially facilitating the installation of Chinese ‘strategic weapons’ (in the form

of oil-rigs) in waters over which they previously had valid claims.

128 Euan Rocha. ‘CNOOC closes $15.1 billion acquisition of Canada’s Nexen’. Reuters.com. February 25, 2013,
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PART 3: CHINA AND MEDIA WARFARE

3.1. Unpacking the Concept of Media Warfare

Given Joseph Nye’s insight that 21% century conflicts are less about whose army
wins and more about whose story wins, Chinese media warfare efforts are of core
Importance in promoting the Chinese story. Media warfare thus refers to the ‘use
of wvarious information channels, including the internet, television, radio,
newspapers, movies and other forms of media, in accord with an overall plan and
defined objectives to transmit selected news and other materials to the intended

audience’.’® The goals of media warfare have been identified as follows"®:
1. Preserve friendly morale.
2. Generate public support at home and abroad.
3. Weaken an enemy’s will to fight.
4. Alter an enemy’s situational assessment.

To achieve these objectives Chinese strategists describe ‘Four Pillars of Media

Warfare’.**! PLA/CCP leaders make the following four points:

1. Follow top-down guidance. Media warfare efforts must be consistent with the
larger national strategy as outlined by senior leaders (namely, the CCP
Committee and the CMC) and must follow high- level guidance on content and

timing of release.

129 Dean Cheng. ‘Winning without Fighting: Chinese Public Opinion Warfare and the Need for a Robust American
Response’. The Heritage Foundation: Backgrounder. Number 2745. November 26, 2012. P.3
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2. Emphasize pre-emption. Timothy Walton maintains that the first to broadcast

132 and

gains the advantage of dominating the airwaves, framing the debate
defining the parameters of subsequent coverage. The PLA utilizes such
opportunities to ‘underscore the justice and necessity of its operations,
accentuate national strength, and exhibit the superiority of its forces’.®® In

addition, the PLA attempts to undermine an opponent’s will to resist.

3. Be flexible and responsive to changing conditions. Operations must remain
flexible and adjust to political and military circumstances. Specific operations
must be tailored to address specific audiences —whether political audiences or

global publics.

4. Exploit all available resources. Combine peacetime and wartime operations to
pursue civilian-military integration and military and local unity in order to
leverage both civilian and commercial assets (such as news organizations,
broadcasting facilities and internet users for instance) in a comprehensive media

warfare campaign.

These four pillars of media warfare generally apply to both offensive and defensive
circumstances. The offensive component correlates with pillar two which

emphasizes pre-emption to establish advantage.

The defensive component is used to counter an opponent’s media warfare efforts.
A defensive campaign thus involves using news outlets to ensure that the domestic
population is not exposed to messages proliferated by China’s opponents or that

such messages do not take root, or find sympathy, within the public psyche.

132 See paper by Mr. Timothy Walton.
133 Dean Cheng. “Winning without Fighting: Chinese Public Opinion Warfare and the Need for a Robust American
Response’. The Heritage Foundation: Backgrounder. Number 2745. November 26, 2012. P.4.
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Defensive media warfare thus needs to be prompt in issuing credible responses to

an opponent’s criticisms.***

Peter Mattis considers Chinese media warfare from an incident specific viewpoint.

He describes PLA/CCP objectives and operations in an unfolding crisis as follows:
135

1. Establishing China’s Version of the Incident. This occurs at the very
beginning of each crisis, where Beijing issues statements in order to establish

the Chinese position on exactly what happened.

2. Statement of Principles for Resolution of the Incident. These principles will
usually be pointed to by Chinese officials at the start of any negotiations as
setting the parameters for the discussions to come and as the benchmarks for a
minimally-acceptable resolution that meets Beijing’s commitments to the

Chinese public.**®

In this way the Three Warfares are used to broadcast a
public statement of China’s commitment to certain principles, which are for

consumption by both foreign and domestic audiences.

3. Shut Down Unofficial but Normal Information Channels. Here the
leadership attempts to establish information control and dominance of the
media airwaves in order to continuously frame and shape the ensuing debate.
US interlocutors often complain that their Chinese counterparts refuse
communication, including via personal channels, once a probable crisis

begins.**’

134 |bid P.5
35 |bid P.3
138 |bid P.3
537 |bid P.4
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4. Emphasize Beijing’s Commitment to the US-China relationship. By firmly
expressing its own commitment to bilateral relations China implies that
Washington does not take the relationship as seriously and is to blame for any
potential damage to relations. The crisis thus encompasses Beijing’s attempt to

make the crisis a testing point of US good will and intentions.

We now turn to the EP-3 incident in 2001 and the 2009 USNS Impeccable incident

to see how these concepts have been applied.
3.2. The EP-3crisis, April 2001

On April 1 2001, a Chinese J-8Il fighter intercepted a routine US Navy EP-3
reconnaissance flight roughly 70 nautical miles off Hainan Island — a Chinese
province that houses several important PLAN and PLA Air Force facilities in the
South China Sea. After closing within three to five feet on a number of occasions
the two planes collided, damaging the EP-3’s engines and nose cone. The Chinese
plane subsequently crashed into the sea; the body of the plane’s pilot Wang Wei

was not recovered.

The EP-3, having requested an emergency landing, but receiving no response,
landed at the military airfield at Lingshui, Hainan Island in accordance with
international procedures relating to un-authorized landings under emergency

circumstances.*®

The EP-3 crew was subsequently taken into custody by PLA officials for twelve
days and the EP-3 plane examined by Chinese authorities and returned to the US in
pieces on July 3" 2001. The Chinese then submitted a claim for reparations
totaling $1 million from the US for the cost of keeping the EP-3 aircrew for the

twelve day period.

138 Account of events taken from paper by Mr. Peter Mattis.
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The US and the PRC have distinct versions of the EP-3 incident. The only detail
upon which there is agreement is that the collision occurred in the airspace over
China’s EEZ. Prior to the collision both sides had filed official complaints. The
US complaint centered on aggressive PLAAF tactics when encountering US
surveillance planes, while China’s complaint focused on the increased frequency of
US surveillance flights over China’s EEZ. Media warfare tactics were evident as
China advanced its version of events. The EP-3 incident is a clear example of a
perception management campaign in which China sought to avoid blame and to

label the US the aggressor.

139

Analysts have advanced six deception elements™" routinely present in perception

management campaigns:

1. Manipulation of pre-existing beliefs - rather than the more complex process of
trying to alter pre-existing beliefs by presenting false evidence, manipulating
those beliefs towards one’s own interpretation of them and making clear the

implications of the altered focus can bring greater benefits.

2. Concept of conditioning — the gradual presentation of information is more

likely to be effective in altering an opponent’s perception over time.

3. Use as much accurate information as possible — the use of factual

information is more likely to influence an opponent.

4. Use feedback mechanisms - to determine if the perception management

campaign is working and having the desired results.

139 Taken from a 1980 CIA deception research programme described in Peter Callamari & Derek Reveron. ‘China’s

Use of Perception Management’. International Journal of Intelligence and Counterintelligence, 16, 2003. P.3.
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5. Closely monitor effects — to identify and eradicate any unwanted side effects

of the perception management campaign.

6. Overall design — the placement and presentation of material needs to be
mapped out prior to implementation as timing and flow of information to the

adversary is critical.

Each of these is seen in China’s treatment of the EP-3 incident and can be grouped

into three cateqgories.

1. Frame the debate through the manipulation of information and the

conditioning process.

China’s manipulation of pre-existing beliefs and the on-going conditioning process
Is evident in its use of the thematic frames of sovereignty and hegemony. China
presented the EP-3 events in the broader context of the global balance of power
and the ‘threats’ posed by US primacy to China. By incorporating reference to US,
hegemony into its news coverage of an event of global interest, China was able to

reinforce its contention that the US had encroached on Chinese sovereignty.

One analysis found that over 26% of the 144 articles examined from Chinese news
outlets made reference to some form of the word ‘hegemony’.**® The same study
found that variations of the term ‘hegemony’ and ‘sovereignty’ appeared in just
5% and 15% respectively of the 147 articles examined from US media outlets
(namely, The Washington Post and The New York Times). This highlights the
contrasting frames of reference used by Chinese and Western media outlets — with

the former opting for thematic and the latter for episodic.'**

140 Steven Hook and Pu Xiaoyu. ‘Framing Sino-American relations under stress: A Re-examination of News
Coverage of the 2011 Spy Plane crisis’. Asian Affairs: An American Review, 33:3. 2006. P.173
" Ibid P.173
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Themes of US hegemony featured heavily during the second week of Chinese
media reports. In many of its headlines Xinhua referenced the support and backing
of different global media outlets — including those from United Arab Emirates,
Russia, Tanzania, Canada, Cuba, Iran, Tunisia, Pakistan, Cambodia, Spain, Greece,
Iraq, Syria, Nigeria, Egypt, Bangladesh, Lebanon and Sudan.'*

In this manner China’s media warfare served to reinforce psychological warfare
effects in an apparent attempt to create the impression that the Chinese government
was supported by a host of global players and thus enjoyed wide support in the
international community. (In fact, a minority of governments and news

organizations supported the PRC position.)

A major focus of Chinese news coverage was the death of the pilot, Wang Wei.
Xinhua and The People’s Daily provided details of the unsuccessful rescue effort
and featured stories on the pilot’s distraught family. The use of media was thus
instrumental in rousing nationalist emotion on how ‘US hegemony’ impacts

civilian families, the military and national security.

In contrast, the US coverage used two prominent episodic frames: firstly, the
collision as an accident and secondly, a focus on the diplomatic process after the
collision — with US newspapers emphasizing the implications of a ‘diplomatic

rupture for future cooperation between the two world powers’.**®

192 peter Callamari & Derek Reveron. ‘China’s Use of Perception Management’. International Journal of
Intelligence and Counterintelligence, 16, 2003. P.9

3 Steven Hook and Pu Xiaoyu. ‘Framing Sino-American relations under stress: A Re-examination of News
Coverage of the 2011 Spy Plane crisis’. Asian Affairs: An American Review, 33:3. 2006. P.174
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2. Maintain the frame of the debate: Carefully time the release and flow of

information.

Decisions relating to the timing and flow of information are clearly seen in China’s
media strategy regarding the EP-3 incident. PRC authorities sought to use “factual
information” to influence the US by controlling the flow of information from the
detained air crew for twelve days and by preventing communication with a US
representative for three days after the collision. Peter Mattis indicates that this gave
China early control over the news flow and helped to shape subsequent media

coverage.***

Creating a monopoly on information allowed the Chinese to obtain maximum
impact through placement and presentation when it was released. For instance,
China did not release any media reports until 48 hours after the collision,
presumably taking time to formulate its message while denying access to the
detained US crew and wreckage. In crises situations, we may assume that China
will control foreign access to senior officials so that the US media is forced to rely

on Chinese official state press for information.'*®

3. Monitor the effects of the perception management campaign.

During the EP-3 crisis China was able to determine whether its perception
management campaign was working by using western media outlets as feedback
mechanisms. For instance, to demonstrate the effects of China’s perception
management campaign during the crisis and its impact upon the US media,
analysts compared the coverage of The New York Times and Xinhua General News

Service — using 99 articles from the former and 88 from the latter, coding each

144 peter Callamari & Derek Reveron. ‘China’s Use of Perception Management’. International Journal of

Intelligence and Counterintelligence, 16, 2003. P.3
1% See paper by Mr. Peter Mattis.
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headline from 1% April 2001 to 20" November 2001 as either pro-US, neutral or
pro-China.™*® This analysis presented two hypotheses, which can be formulated as

follows:

e Hypotheses 1. If The New York Times shifted coverage from pro-US to pro-

China, then the perception management campaign was working.

e Hypotheses 2. If Xinhua printed a pro-China story and The New York Times

carried that story within two days, then the perception management

campaign was working.
In summary the findings were as follows:

e The New York Times carried 16 articles that were pro-US, 52 neutral articles
and 31 pro-China articles

e Xinhua carried 1 article that was pro-US; 38 neutral articles and 49 pro-
China.*’

Both Chinese and US media outlets were inundated with pro-China articles that

heavily outweighed those in favour of the US position.

Another important metric indicating the success of China’s perception
management campaign, is the use of terminology in media reports. For instance,
before Xinhua began to publish articles (namely, in the two-day period directly
after the collision) The New York Times articles referred to the EP-3 as the ‘plane’
in headlines. However once Xinhua articles had begun to circulate with references
to themes of US espionage and hegemony, The New York Times adopted the

Chinese-preferred term of reference, namely, ‘spy-plane’.

146 peter Callamari & Derek Reveron. ‘China’s Use of Perception Management’. International Journal of
Intelligence and Counterintelligence, 16, 2003 P.6.
"7 Ibid P.7.
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Thus, regardless of the fact that the US aircraft flew in international airspace with a
filed flight plan, engaged in overt reconnaissance and landed in China in
accordance with international law, which permits planes in distress to land without
obtaining prior clearance — the Chinese were able to leverage the thematic frames
to skew media reports in their favour through methods as simple as the purposeful

selection of terms.

The relatively porous US media stands in stark contrast to the impenetrability of
Chinese outlets. As such a ‘cross-pollination’ of ideas and terms goes only one
way — with US outlets propagating Chinese frames of reference and terminology
while Chinese outlets stick firmly to official frames that painstakingly reflect the

party line.

This one-way transfer of terms provides Beijing with advantages in yet another
dimension according to Philip Towle and Peter Mattis. Towle and Mattis, in
separate papers, outline the willingness of many foreign media outlets to present
single-sourced Chinese explanations of events as having the same validity and
gravitas as multiple-source Western explanations. \Western media organizations,
determined to provide objective reportage and having only one Chinese source, are
often trapped into falsely presenting the two versions as ‘equivalent’. Readers and
viewers are left to determine whether the Chinese story has the same merit as the

US version of events. Meanwhile, the facts, themselves, ‘remain unclear’.'*®

Thus, China oversees and crafts its perception management campaign by framing

the debate; managing the timing and content of information; and managing both

desired and unwanted effects.

148 See paper by Mr. Peter Mattis.
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Drawing on the EP-3 incident, China’s media warfare effort framed the crisis

around an alleged US violation of international law. The PLAAF’s actions were
presented as a justifiable response to an illegal action.'*® By formulating the crisis
in this way, Beijing sought to shape acceptable US responses, place the onus for

action on Washington and persuade international audiences that China was, in fact,

the victim. This reflects both China’s use of such crises to ‘test’ the effectiveness
of its Three Warfares campaign and to test international reaction to its sovereignty

claims.
3.3. The USNS Impeccable Incident — March 2009

In March 2009, the surveillance vessel USNS Impeccable was conducting mapping
operations in the South China Sea, approximately 80 nautical miles from China’s
coast and inside China’s declared EEZ. On March 6, a frigate crossed the
Impeccable’s bows at 100 yards distance; this was followed by a series of passes at
100-300 feet by a Y-12. The frigate then crossed the Impeccable’s bows again, this
time at 400-500 yards away.™ The intentions behind the frigate’s actions were
never indicated. The next day, a Chinese naval intelligence gatherer (AGI) made
contact with the Impeccable via VHF to declare the Impeccable’s actions as illegal

and directed the vessel to exit the area or ‘face the consequences’.™

On March 8, while the Impeccable was conducting a routine hydrographic survey
in China’s EEZ it was again approached, this time by five Chinese state vessels
including those belonging to the PLAN, the Bureau of Maritime Fisheries, and the

State Oceanographic Administration as well as two civilian trawlers.™

149 See paper by Mr. Peter Mattis

150 See paper 2 by Rear Admiral James Goldrick.
B 1bid

152 See paper by Mr. Peter Mattis.
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Contributors maintain that the presence of such a cross-section of Chinese state
vessels indicates the approach was both pre-planned and an inter-agency event.*
After several close encounters requiring Impeccable’s crew members to turn fire
hoses on Chinese personnel aboard the fishing vessels, the Impeccable withdrew
temporarily from the area. Impeccable returned to the area the next day under the

escort of a guided-missile destroyer, the USS Chung-Hoon (DDG 93).

The degree to which the Three Warfares were deployed in a pre-determined
manner is not clear in this incident.”® Given the operating area of the Impeccable
and its proximity to the PLAN facilities located on Hainan Island, contributors
believe that China’s opposition to foreign naval activities within its EEZ became
an urgent matter for the South Sea Fleet Command. At issue was the ability of the
PLAN to protect its submarine ‘entry and departure schedules, procedures and
local exercises, as well as minimizing any American understanding of the nature of

the operating environment’.**®

However rather than presaging a broader campaign to strengthen China’s control
of its EEZ, or to take direct action against the US Navy to make a point, Rear
Admiral Goldrick believes the Chinese precipitated the Impeccable incident in
response to a specific operational problem or even a specific sensitive PLAN
operational event. Furthermore, while the action is believed to have been planned
and coordinated among the agencies at the regional level, there is some question

about whether the action in fact had approval from Beijing.™®

158 1bid
154 1bid
155 | bid
156 | bid
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Nevertheless the Impeccable incident provided a springboard from which Chinese
media warfare efforts could again be used to elaborate and reinforce China’s
complaints about ‘illegal” US reconnaissance missions in its EEZ. Beijing sought
to use the Impeccable incident to advance its ‘peaceful use only’ interpretation of
other nations’ rights within China’s EEZ. With civilian fishing vessels taking the
lead in the incident and confronting a US Naval vessel, the implication was that the

US was interfering with the lawful activities of Chinese flag fishing vessels.™’

Thus by attempting to cut the Impeccable’s towed array the Chinese were
attempting to draw attention to the ‘illegality’ of its use. Not only had the US
vessel failed to acquire prior coastal-state approval for its actions but, according to
the MOFA, efforts to gather militarily relevant information within China’s EEZ

violated the legal meaning of ‘peaceful purposes’.

Thus Beijing would advance its notion of sovereignty, yet again, by encroaching
upon the concept of ‘peaceful purposes’ and defining coastal mapping exercises as
an illegal military operation. This, of course, invites the question of what, exactly,
constitutes a military exercise and what does not. It is appropriate to point out that
China is not alone in this view. For instance, during the negotiations preceding the
adoption of UNCLOS, a few states unsuccessfully attempted to restrict military
activities and other high seas freedoms in the EEZ. Analysts indicate that over the
years additional states have enacted express restrictions on military activities in the
EEZ, with Thailand becoming the latest state to adopt this view upon its
ratification of UNCLOS in May 2011."® However while a number of other nations
take this position they remain in the minority and are not supported by UNCLOS

law.

157 H

Ibid
158 james W. Houck. ‘Alone on a Wide Wide Sea: A National Security Rationale for Joining the Law of the Sea
Convention’. Penn State Journal of Law & International Affairs. Volume 1, Issue 1. April 2012. P.7.
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Furthermore at the time of the incident Foreign Ministry spokesman Ma Zhaoxu
stated: ‘“The US Navy ship Impeccable broke international law and Chinese laws
and regulations...The US claims are gravely in contravention of the facts and
unacceptable to China’. In addition, he explained, ‘the UN Convention on the Law
of the Sea, the Law on the Exclusive Economic Zone and the Continental Shelf of
the People's Republic of China, and the Regulations of the People's Republic of
China on the Management of Foreign-related Marine Scientific Research, have
clear regulations on foreign vessels' activities in China's exclusive economic

zones’.*°

Here the media’s repetition of official statements allowed China to underscore its
claim that its domestic laws had primacy in international waters and that its actions
towards the USNS Impeccable were simply a normal part of the state’s operations

and that, in fact, no international incident had occurred.
3.4. Conclusions

China’s media warfare operations can be expected to contain the following familiar

themes in order to convey the following main messages:
e The US does not respect Chinese domestic law.
e The US is to blame for the incidents such as Impeccable and the EP-3.

e Such incidents are domestic matters and within the remit of China’s
domestic law enforcement and thus not a matter for diplomacy or

international discussion.*®°

e The US does not value its bilateral relationship with China.

159 See paper by Mr. Peter Mattis.
160 | i
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Much of the current tension is rooted in China’s archaic notion of sovereignty and
the claims flowing from it. This is evident across the spectrum of Chinese official
statements. Wang Dengping (political commissar of the PLAN Armament
Department) speaking at the National People’s Congress, for example, stated that
‘it is our sovereignty for Chinese vessels to conduct activities in the country’s
special economic zone, and such activities are justified’. At the same venue a PLA
official described Chinese actions as representative of China’s ‘normal activities of
law enforcement in its own exclusive economic zone to defend its rights and

interests’. 1%

A review of the EP-3 crisis and Impeccable incident show certain recurring themes
and patterns in China’s implementation of its media warfare campaign. Some
patterns relate to the style, format and content of China’s media messages (points
1, 2, 3, 6 below) while others refer to the broader goals that are achieved via the

mechanism of media warfare (points 4 and 5).

1. Style and format of Chinese media reports. First, China uses thematic frames
to establish the incident (a) within the context of the global balance of power
and (b) in the broader context of the threat posed by US hegemony to China’s

interests.

Second, by manipulating the terminology, China positioned these themes at the
forefront of international media platforms and consolidated its hold over the
parameters of debate. For instance, the Chinese media’s use of the term ‘spy’
plane in reference the EP-3 was quickly picked up by western media outlets and

thus propagated ideas of US illegal surveillance.

% Ibid
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2. Use of *“legal” justifications. By backing up its claims with “legal”
justifications that sound reasonable to those that are not familiar with specific
treaty commitments'®?, China is able to inject an element of ‘legal validity’ into
its arguments against opponent actions and assert the moral high-ground by
arguing its position is fully supported by the law.

3. Shut off information channels to make China’s official lines the only ones
available. By controlling foreign access to senior officials, China ensures that
US media outlets must rely on official press releases to follow events. Here we
see planners taking a leaf from traditional Chinese statecraft in reflecting in Sun
Tzu’s dictum that one must control the flow of information to the opponent

about oneself.

4. Kick up a fuss then calm down. By issuing protests and dramatic statements
via the media, China is then able to be seen to take on a calmer approach
towards its counterparts and thus foster the perception that it is a reasonable
party whose responses are conditioned by forgiveness and tolerance towards its

more belligerent opponents.

5. Attempt to place the US on the defensive. By repeatedly broadcasting the
message of China’s commitment to its relationship with the US and stressing
that the US continuously puts that relationship in jeopardy through its actions,

1163

China implies the US is not committed to ‘resolving the crisis’™ and thus uses

a high profile moment to test of American good will and intentions.

6. Exploit US media processes. China’s media warfare campaign aims to

maximize the benefits brought by the US media’s commitment to ‘objectivity’.

162 See paper by Mr. Peter Mattis
163 | bid
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Beijing understands the benefits obtained through what we have called ‘false
equivalency’. Philip Towle indicates that western media platforms often present
China’s false legal justifications on a par with arguments that are in fact legally
valid and factually true. Another enabling factor here is China’s use of legal
jargon that appears to the uninformed reader to be valid (point 2). Unless the
US government assiduously presents solid proof (in the form of photographs
and video footage as done during the USNS Impeccable incident of 2009) of

China’s true actions, Beijing will continue to exploit these media processes.
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PART 4: CHINA AND PSYCHOLOGICAL WARFARE

In analyzing China’s use of psychological warfare, we first consider the use
deception in Chinese strategic thinking. Second, China’s use of deception in PLA
psychological warfare efforts in war games against the US ‘Blue Forces’ is
analyzed. This highlights the role of deception and propaganda in previous US-
China confrontations. Third, the role of psychological warfare is examined in three
case studies: the Impeccable incident of 2001; the Senkaku Incidents in 2010 and
2012; and Scarborough Shoal April 2012.

4.1. Psychological Warfare and Tactics of Deception

Several contributors and Advisers to this study, including |GGG
I ke the point that because ‘deception and

indirection are fundamental to the Chinese way of politics and war’'®*, the
psychological warfare element of the Three Warfares will play a continuing role in
the pre-kinetic stage of any potential conflict. The many recent instances of
China’s use of psychological warfare underscores the continued relevance of Sun

Tzu’s dictum: ‘All warfare is based on deception’.

We consider two ways in which the PLA believes psychological warfare is critical
to victory. First, Sun Tzu teaches that the ‘highest realization of warfare is to
attack the enemy’s plans; next is to attack their alliances; next to attack their
army; and the last is to attack their fortified cities’.’®> The true aim in war is thus
the mind of hostile rulers, rather than a physical entity such as the troops. In this
way victory turns on mental impressions. In order to effectively condition such

mental impressions to China’s advantage, its leaders must ‘correctly grasp and

164 See paper by Professor James Holmes.
185 Derek M. C. Yuen. ‘Deciphering Sun Tzu’. Comparative Strategy. 27:2. 2008. P.187



89

evaluate the intentions, traits and thought patterns of the enemy decision makers as
well as the mental condition of his troops’.*®® Psychological warfare thus takes the

thought-patterns of an opponent’s leaders and public as its main target.

Second, Professor James Holmes details that ‘deceptive stratagems help the able
commander conceal his battle capacity, pretending incapacity when capable or
inactivity when active.'®” They may permit him to appear far away when nearby, or
the reverse. They enable him to prey on the enemy general’s character flaws. The
savvy commander insults and angers his opposite number. Faking inferiority is
another way to encourage overconfidence and prompt unforced errors’. China’s
own forces must exercise extreme discipline, order and rigorous self-control to
simulate apparent formlessness and disorder effectively, and to mask China’s own
intentions. By making other states